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1. Purpose 

This policy sets out how Stanwix Rural Parish Council manages and uses information 
technology, digital communications, and electronic records. 

The aims of this policy are to: 

• protect council data and systems 

• ensure appropriate use of council technology 

• support transparency and good record management 

• ensure compliance with relevant legislation including the UK GDPR and the Data 
Protection Act 2018. 

This policy applies to councillors, the Clerk, the Assistant Clerk and any other 
authorised users of council systems. 

 

2. Superseding Previous Policies 

This policy replaces and supersedes any previous Information Technology or digital 
communications policies adopted by the council. 

 

3. Council Digital Systems 

The council’s digital services are primarily provided through Microsoft 365 Business 
Basic, including: 

• Microsoft Outlook for email 

• Microsoft SharePoint for shared document storage 

• Microsoft OneDrive for individual working storage 

• Microsoft 365 web applications such as Word and Excel. 

Council information should be stored within these systems wherever possible. 



SharePoint will be used as the primary location for storing official council documents 
and records. 

 

4. Council Equipment 

The council provides a laptop computer for use by the Clerk in carrying out council 
duties. The Assistant Clerk may also use this equipment when required. 

The Clerk is responsible for the safe management and security of this equipment. 

Council equipment must: 

• be used primarily for council purposes 

• be kept secure 

• not be left unattended in public places 

• not have software installed without approval. 

 

5. Personal Devices 

Councillors normally access council systems using their own personal devices. 

Users accessing council systems must ensure that: 

• their device is protected with a password, PIN, or device lock 

• devices are kept up to date with security updates 

• council information cannot be accessed by unauthorised persons 

• reasonable care is taken to protect council data. 

Council information should not be permanently stored on personal devices where this 
can be avoided. 

 

6. Passwords and Account Security 

All council accounts must be protected with strong passwords. 

The council recommends the National Cyber Security Centre approach of using three 
random words to create secure passwords. 

Passwords must: 

• not be shared with others 



• be kept secure 

• be changed immediately if compromise is suspected. 

Multi-Factor Authentication (MFA) is used where appropriate to provide additional 
security. 

Users should remain alert to phishing emails or suspicious links and report any 
concerns to the Clerk. 

 

7. Email Use 

Council email accounts must be used only for council business. 

Councillors and staff must not conduct council business through personal email 
accounts. 

Where a councillor receives correspondence relating to council business through 
another email account, the message must be forwarded to their council email account 
and any reply must be sent from the council account. 

Council emails must not be forwarded to personal email accounts. 

Emails sent or received through council accounts may be subject to disclosure under 
the Freedom of Information Act or Environmental Information Regulations. 

 

8. Email and Data Retention 

Council users should regularly review their inbox and delete unnecessary emails. 

Emails should normally not be retained longer than six months unless required for 
council business. 

Emails forming part of a financial, legal, personnel, complaint, or other significant 
council matter should be retained for as long as necessary. 

Important records should be saved to the council’s SharePoint system rather than 
retained indefinitely in email inboxes. 

Council information must not be stored in personal email accounts or personal cloud 
storage services. 

 

9. Storage of Council Documents 



The council’s SharePoint system is the primary location for storing official council 
documents and records. 

OneDrive may be used for temporary working files by individual users, however 
important council records should be stored in SharePoint. 

Where possible, documents should be created and edited using Microsoft 365 web 
applications. 

 

10. Audio Recording of Meetings 

Council meetings may be recorded for the purpose of assisting with the preparation of 
minutes. 

Recordings will be stored securely within the council’s Microsoft 365 environment. 

Access to recordings will normally be restricted to the Clerk and authorised users. 

Recordings will normally be deleted once minutes have been approved and in any 
event within three months, unless required for legal or governance reasons. 

Recordings are not the official record of council meetings. 

The official record of council decisions is contained in the approved minutes. 

 

11. Council Website 

The council website is used to publish information in accordance with transparency 
requirements and good governance. 

The council will normally publish: 

• minutes of council meetings for the previous five years 

• agendas for the current and previous council year. 

Once minutes for a meeting have been approved, the agenda may be removed from the 
website as the approved minutes constitute the official record. 

Older minutes remain part of the council’s official records and copies may be requested 
from the Clerk. 

Where historic documents are not yet available in accessible formats, the council will 
provide copies on request where reasonably practicable. 

Responsibility for maintaining the council website rests with the Clerk or an authorised 
person. 



 

12. Internet Use 

Council systems must not be used to access illegal, offensive, or inappropriate 
material. 

Users must not carry out activities that could damage the council’s reputation or 
expose the council to legal risk. 

Information obtained from the internet should be used with appropriate care to ensure 
accuracy. 

 

13. Social Media 

The council recognises that councillors and staff may use social media in a personal 
capacity. 

Users should be mindful that comments made online may be associated with the 
council. 

Users must not: 

• disclose confidential council information 

• present personal views as official council views 

• post comments that could damage the reputation of the council. 

Comments made on official council social media accounts should be respectful and 
appropriate. 

The council reserves the right to moderate comments on its social media pages. 

The council retains administrative control of all official council websites and social 
media accounts. 

 

14. Workstation and Health & Safety 

The Clerk and Assistant Clerk will be provided with a suitable workstation when carrying 
out council duties. 

Where work is undertaken from home or another location, reasonable steps should be 
taken to ensure that the workstation is safe and suitable. 

This may include: 

• an appropriate desk or working surface 



• a suitable chair 

• adequate lighting 

• safe positioning of display screen equipment. 

Employees who regularly use display screen equipment are entitled to appropriate eye 
tests in accordance with health and safety guidance. 

 

15. Training and Guidance 

The council recognises that councillors and staff may require guidance in the use of 
council IT systems and digital services. 

Where reasonably practicable, the council will provide support, guidance or training to 
assist authorised users in using council systems effectively and securely. 

Users are expected to familiarise themselves with the council’s IT and Data 
Management Policy and follow good practice when using council systems. 

 

 

16. Monitoring 

The council reserves the right to review the use of its IT systems where necessary for: 

• system security 

• maintenance and troubleshooting 

• investigation of misuse. 

Monitoring will be carried out in accordance with applicable data protection legislation. 

 

17. Breaches and Reporting 

Any suspected loss of council data, security incident, or misuse of council systems 
must be reported to the Clerk as soon as possible. 

The council will take appropriate action to investigate and address any breach of this 
policy. 

 

18. Review 



This policy will take effect on 31 March 2026 and will be reviewed by the council on 31 
March 2027, or earlier if required. 

 

 


